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Scenario  

Artefacts Provided

An external contractor has accessed the internal forum here at Forela via the Guest WiFi and 

they appear to have stolen credentials for the administrative user!

I have attached some logs from the forum and a full database dump in sqlite3 format to help 

you in your investigation.



Artefacts Provided  
Incident.zip - e4091f7081f5887da94458d981968c3f703b5508

 

Initial Analysis  
To do the initial analysis the phpbb.sqlite3  file was opened in DB Browser for SQLite .

We first looked for areas within the database where useful information can be contained and found 
phpbb_users  and phpbb_log

To get the schema we ran the following command:





This identified the useful fields user_id,username,user_email,user_lastvisit,user_ip

To identify the users within the system we searched through phpbb_users  table using the following search:



This search revealed two users that could be contractors apoole  and apoole1  , where only apoole1  has 
actively been logged in and his IP address was 10.10.0.78 , we now use this to correlate logs across the 
database and access.log .

We now search through the phpbb_posts  table and find a single post by the IP address 10.10.0.78  and the 
user_id of 52 , we can do this nicely with an SQL inner join as follows.

We can export the data from the post_text  field which returns a very strange html output which can be seen 
below:



This page is identical to the normal phpbb session timeout screens, once the user has submitted their credentials 
it will then display the normal text:

Looking through the code for the page we can find three Javascript functions:

Greetings everyone,

I am just a visiting IT Contractor, it's a fantastic company y'all have here.

I hope to work with you all again soon.

Regards,

Alex Poole



This code appears to wait for the page to be rendered, checks for the existence of a cookie called phpbb_token  
then disabled the hidden  attribute on a element with the ID zbzbz1234 .

When sethidden()  is called it will generate a new cookie with an expiry time of +24 hours and will set the 
hidden  attribute back to true .

Looking through the HTML we can find the form that uses the sethidden()  function, and it writes a POST  
request to the URL http://10.10.0.78/update.php





To find the LDAP credentials we checked the table phpbb_config , which appears to be a flat keyvalue table. 

The key ldap_password  contains the LDAP BIND password to allow phpbb to authenticate against the domain 
which is Passw0rd1

 

To find the times where the user added themselves to the administrator group, we need to check in the 
phpbb_log  table with the following query.



this log allows us to see that the real administrator appears to be using the IP address 10.255.254.2  and it also 
shows that the user was added to the administrator group at the time 2023-04-26 10:53:51 .  The contractor 
appears to have started at backup of the server at 10:54:31  which means we can see the download in 
access.log

 

To find the Administrator's useragent string, we can use grep  to find all logs from the IP address 10.255.254.2

We can now see:



which gives us a user agent of Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

And the final question is regarding the database backup and download, we can now just search for logs that are 
from the attacker IP address 10.10.0.78  and after the time that the phpbb_log  states that the database backup 
was created.



This gives us the final answers for the database download at 2023-04-26 11:01:38  with the filesize of 34707 .

 

Questions  
1. What was the username of the external contractor?

apoole1

2. What IP address did the contractor use to create their account?
10.10.0.78

3. What is the post_id  of the malicious post that the contractor made?
9

4. What is the full URI that the credential stealer sends its data to?
http://10.10.0.78/update.php

5. When did the contractor log into the forum as the administrator? Format YYYY-MM-DD HH:MM:SS UTC
2023-04-26 10:53:12

6. In the forum there are plaintext credentials for the LDAP connection, what is the password?
Passw0rd1



7. What is the user agent of the Administrator user?
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) 

Chrome/112.0.0.0 Safari/537.36

8. What time did the contractor add themselves to the Administrator group? Format YYYY-MM-DD HH:MM:SS UTC
2023-04-26 10:53:51

9. What time did the contractor download the database backup?
2023-04-26 11:01:38

10. What was the size in bytes of the database backup as stated by access.log ?
 34707
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